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14
ner B busHece
56
KOMMNaHWU NapTHEpoOs
231
BHeAPEHHbIX peLleHnun
61
BbINO/IHEHHbIX
NPOEKTOB

O KOMMNAHUU

Halla KomnaHMA opMeHTUPOBAHA Ha Pa3paboTKy U
peannsaLnto KOMMNAEKCHbIX pewleHuin B obnactn, UT
N CTPOUTENbCTBA MHHOBALIMOHHbIX OOHEKTOB B
KpynHenwunx ropoaa Poccun.

OcHoOBHas 3a/1a4a KOMMNAaHWUKM - CO34aHUe
BbICOKOKAQYeCTBEHHbIX KOMIMJIEKCHbIX peLWeHn 'noga,
Katod", npeacrtaBaaoWwmx cobom eanHbIN
3aKOHYEHHbIN NPOAYKT, MAaKCMMaANbHO
COOTBETCTBYIOLLMM TpebOBaHNAM U 3a4a4aM
K/IMEeHTA.

[leaTenbHOCTb Severay - 3TO npexae Bcero
npefocTaB/eHne KOMIMJIEKCHOTO pelleHus ANs
Kakgoro M3 3aKa3uymKoB, PACCYUTAHHOIO Ha
OCHOBaHWM HaLLEro onbiTa, CTaHAapPTOB N KayecTsa.
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TpebosaHna K WAN un LAN

obecneyeHune becnepebonHON pPaboThI
nonb3oBaTenien B 1OKa/IbHOM CETU U
NHTEPHET.

ABa-TpU He3aBmucmmblix ISP KaHana ¢
CYMMApPHOW NPONYCKHOW CNOCOBHOCTbIO A0
10l6/c c «ropaumMm» pesepBUpPoOBaHUEM.

pacnpeaeneHue Harpysku mexxay
BHELIHMMM KaHa/laMK Ha ypoBHe source P

3awuTa ot BHewHUX DDoOS n apyrux aTak.

TpeboBaHUA K ceTU

TpeboBaHua K WiFi

MMETb LEeHTPaIM30BaHHOE ynpaB/ieHne
TOYKaMM Yepe3 KOHTPoIep

nogaepxnsatb He meHee 2 SSID
nogaepr*kmBaTb 6€CLLIOBHOCTb

nogaep*KMBaTb BHELLUHIOW aBTopu3aumio (ana
peanusaunmn naeHTMduKaumm aboHeHTa
nocpeactsom SMS)

obecneynBaTb B MMKOBOM Harpyske
AOCTAaTOYHO KOMPOPTHOE NOIb30BAHME B
pa3mepe He meHee 4-5 merabuT Ha KAMeHTa.

obcnymBaTb ogHoBpemeHHO o 600
NOAKNOYEHUMN.
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Jlornyeckasa cxema cet YotaArena

INTERMET

2.2.2.1/28 3.3.3.1/29

10.250.250.0/22

Stack Cisco 2960X

55101 HEX PoE
551D2

55103
% Manage VLAN % Manage VLAN
_ CCR1036
Stack Cisco 3850
ac 1500 l:{ {[ ]}
RWD-352., RWD-352 . RWD-352

5501 ssiD2 ™. SSIDa "

-
Group3
&
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HacTponka mapuwpytmnsatopos CCR1072
R1 (master)

/ip address
Address List = B3 add address=1.1.1.2/28 comment=ISP1 interface=ISP1 network=1.1.1.0
| = v % a T add address=1.1.1.3/28 interface=ISP1 network=1.1.1.0
Address Metwork Interface - add address=1.1.1.4/28 interface=ISP1 network=1.1.1.0
o 15P -
£11.12/28 1110 I5PT add address=1.1.1.5/28 interface=ISP1 network=1.1.1.0
Tilye 1 2l add address=1.1.1.6/28 interface=ISP1 network=1.1.1.0
%1.1.15/28 1110 ISPT _ e - _ _
=11716/28 1110 1p1 add address=2.2.2.2/28 comment=ISP2 interface=ISP2 network=2.2.2.0
. 15P2 add address=2.2.2.3/28 interface=ISP2 network=2.2.2.0
F2222/28 2220 I5F2
222328 2220 (5P add address=2.2.2.4/28 interface=ISP2 network=2.2.2.0
AR 2220 I5P2 .
1732 5/28 2220 1SP2 add address=2.2.2.5/28 interface=ISP2 network=2.2.2.0
__EPE'EE'E'E’QE 2220 IRz add address=2.2.2.6/28 interface=ISP2 network=2.2.2.0
T3332/29 3330 15F3 add address=3.3.3.2/29 comment=ISP3 interface=ISP3 network=3.3.3.0
333329 3330 I5FF
7 10.250.250.2/... 102502500  wvnp_250.2 . add address=3.3.3.3/29 interface=ISP3 network=3.3.3.0

add address=10.250.250.2/29 interface=vrrp_250.2 network=10.250.250.0

 Ha3sHayaem Hecko/bKo IP-aapecos 13 nyna noaxkatoyeHHoro nposanaepa: 1.1.1.0/29,
2.2.2.0/28, 3.3.3.0/29 Ha BHelHMe uHTepdelicbl R1

e HasHauaem IP-aapec 10.250.250.2 Ha BHYTpPEeHHUN nHTepdenc «vrrp_250.2»
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R1 (master)

e 55
General | VRRP Scipts  Status | Traffic Genersl VRRP | Seripts  Status  Treffic
Name: | TR0 Interface: ¥ )
Type: [VRRP Aoly VRID: [101 Aoy /lnterface vrrp
I - add interface=vrrp_250.2 name=vrrp_250.1 priority=250 vrid=101
U3 : nterval: [1.00 s —_ —
L2 MTU: v| Preemption Mode o
MAC Address: |00:00:5E:00:01:65 Authenticat /Ip address
ARP: enabied 7| = Frere Camee O o add address=10.250.250.1/29 interface=vrrp_250.1 network=10.250.250.0
ARP Timeout: - Passwol rd: hd
Version 3 ¥
V3 Protocol: |IPv4 ¥
enabled enabled

e Co3paem suptyanbHbih VRRP nutepdemnc VRRP_250.1 c npnoputetom 250, n VRID 101.
[MpumeHsiem ero K BHyTpeHHemMy uHTepdency «vrrp_250.2». Preemption Mode octaBnaem
BK/IIOMEHHbIM.

e Ha3sHa4yaem HoBomy MHTepPency vrrp_250.1 IP-agpec 10.250.250.1
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R1 (master)

/ip firewall nat

Firewall [=1E add action=same chain=srcnat comment=LANs_through_WAN_ISP1 out-interface=ISP1 \
Fiter Rules MNAT | Mangle Raw Service Pots Connections  Address Lists Layer7 Protocols
+ T Reset Courters || 00 Reset Al Courfers 4 = same-not-by-dst=no to-addresses=1.1.1.2-1.1.1.6
H Action  |Chain Src. Address |Dst. Address |Proto.. |Src. Pot  |Dst. Pot I Inter... |Out. Int... | To Addresses Bytes Packe w . . g
- ANs. through_ WAN_ISF1 add action=same chain=srcnat comment=LANs_through_WAN_ISP2 out-interface=ISP2 \
] +|"same  srcnat ISP1 111211186 0B
::: LANs_through_WAN_ISP2 -nat-hy_dct= ) _ )
T aame ot SFT 33333356 0B same-not-by-dst=no to-addresses=2.2.2.2-2.2.2.6
= [ANs_through_ WAN_15P3
pd +||"same  srcnat ISP3 33323 0B

add action=same chain=srcnat comment=LANs_through_ WAN _ISP3 out-interface=ISP3\

same-not-by-dst=no to-addresses=3.3.3.2-3.3.3.3

e [1nA pacnpeaeneHmna ncxoasawmx coeamHeHnn npm Hactpomke SRC-NAT B none Action
BbibMpaem «samey, a B none «To Addresses» BHOCMM Ha3Ha4YeHHble Ha BHELWHMne
nHtepdencsol IP-agpeca: 1.1.1.2-1.1.1.6, 2.2.2.2-2.2.2.6, 3.3.3.2-3.3.3.3
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add action=mark-connection chain=input comment=ISP1 in-interface=ISP1 new-connection-mark=conn_ISP1_input passthrough=yes
add action=mark-routing chain=output connection-mark=conn_ISP1_input new-routing-mark=route_gw_ISP1 passthrough=no

add action=mark-connection chain=prerouting in-interface=ISP1 new-connection-mark=conn_ISP1_prerouting passthrough=yes

R1 (master)

HacTpoinka mapLupyTn3aTopos
CCR1072

Frewall =] E3
Fiter Rules NAT Mangle |Raw Service Pots Connections  Address Lists  Layer7 Protocols
+ T Reset Counters || 00 Reset All Counters all ¥
" Action Chain 5|/D/P|S|D|In. Interface | Out. Int... | Connection Mark New Connection Mark | New Routing Mark |E+
ISP
1] 4 mark connection input ISP1 conn_ISP1_input
1 ¢ mark routing output conn_|SP1_input route_gw_ISP1
2 # mark connection prenouting 1SP1 conn_|SP1_prerouting
3 & mark routing prerouting 11SP1 conn_|SP1_prenouting route_gw_|SP1
i 1SP2
4 # mark connection input 1SP2 conn_ISP2_input
5 & mark routing output conn_|SP2_input route_gw_|SP2
6 # mark connection prerouting 1SP2 conn_|SP2_prerouting
7 # mark routing prenouting 115P2 conn_|SP2_prerouting route_gw_ISP2
 1SP3
g #” mark connection input ISP3 conn_ISP3_input
9 # mark routing output conn_|SP3_input route_gw_ISP3
10 # mark connection prenouting 1SP3 conn_|SP3_prerouting
" & mark routing prerouting 1ISP3 conn_|SP3_prenouting route_gw_|SP3

add action=mark-routing chain=prerouting connection-mark=conn_ISP1_prerouting in-interface=!ISP1 new-routing-mark=route_gw_ISP1 passthrough=no

add action=mark-connection chain=input comment=ISP2 in-interface=ISP2 new-connection-mark=conn_ISP2_input passthrough=yes
add action=mark-routing chain=output connection-mark=conn_ISP2_input new-routing-mark=route_gw_ISP2 passthrough=no

add action=mark-connection chain=prerouting in-interface=ISP2 new-connection-mark=conn_ISP2_prerouting passthrough=yes

add action=mark-routing chain=prerouting connection-mark=conn_ISP2_prerouting in-interface=!ISP2 new-routing-mark=route_gw_ISP2 passthrough=no

add action=mark-connection chain=input comment=ISP3 in-interface=ISP3 new-connection-mark=conn_ISP3_input passthrough=yes
add action=mark-routing chain=output connection-mark=conn_ISP3_input new-routing-mark=route_gw_ISP3 passthrough=no

add action=mark-connection chain=prerouting in-interface=ISP3 new-connection-mark=conn_ISP3_prerouting passthrough=yes

add action=mark-routing chain=prerouting connection-mark=conn_ISP3_prerouting in-interface=!ISP3 new-routing-mark=route_gw_ISP3 passthrough=no

e BKAOYaeM MAapPKUPOBKY BXOASALLMX-UCXOAALLMX cCOeANHEHUIM N nakeToB B Mangle ans

AaNnbHENLEN MApPLUPYTU3ALUMN.



>
y, Severay.
1

R1 (master)

/ip route

add check-gateway=arp distance=1 gateway=1.1.1.1

add check-gateway=arp distance=2 gateway=2.2.2.1

add check-gateway=arp distance=3 gateway=3.3.3.1

add check-gateway=arp distance=1 gateway=1.1.1.1 routing-mark=route_gw_ISP1
add check-gateway=arp distance=1 gateway=2.2.2.1 routing-mark=route_gw_ISP2
add check-gateway=arp distance=1 gateway=3.3.3.1 routing-mark=route_gw_ISP3

e lobaBnsem B Tabanuy mapLupyTmM3almm HOBblE 3aMucu

HacTpolika mapLpyTn3aTopos
CCR1072
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Address List =] E3
|| = & | ¥ O T
Address Metwork Interface -
o 15P2 -
F2227/28 2220 I5F2
F2228/28 2220 I5F2
222528 2220 I5F2
2221028 2220 I5P2
22211728 2220 I5P2
o 10.250.250.3/... 10.250.250.0 vimp_250.3 -

7 items (1 selected)

Address List = E3

= v 8 O T

Address Metworl Interface -
co15P3 -

5P3.3.3.4/25 3330 I5P3

333525 3330 I5P3

= 10.250.250.4/25  10.250.250.0 vp_250.2 ]

4 items (1 selected)

HacTpoinKka mapLipyTM3aTopos
CCR1072

R2 n R3 (slave)

R2

/ip address

add address=2.2.2.7/28 comment=ISP2 interface=ISP2 network=2.2.2.0
add address=2.2.2.8/28 interface=ISP2 network=2.2.2.0

add address=2.2.2.9/28 interface=ISP2 network=2.2.2.0

add address=2.2.2.10/28 interface=ISP2 network=2.2.2.0

add address=2.2.2.11/28 interface=ISP2 network=2.2.2.0

add address=10.250.250.3/29 interface=vrrp_250.3 network=10.250.250.0

R3

/ip address

add address=3.3.3.4/29 comment=ISP3 interface=ISP3 network=3.3.3.0
add address=3.3.3.5/29 interface=ISP3 network=3.3.3.0

add address=10.250.250.4/29 interface=vrrp_250.4 network=10.250.250.0

* HasHayaem HecKonbKo |IP-aapecoB 13 nyna noAaKAt0YeHHOro nposanaepa: 2.2.2.0/28,
3.3.3.0/29 Ha BHelWwHMe nHtepdelicbl R2 u R3

e Ha R2 pobasnaem IP-agpec 10.250.250.3 Ha BHYTpeHHUMN nHTEepdenc «vrrp _250.3»

* Ha R3 pobasnaem IP-agpec 10.250.250.4 Ha BHYTPEHHUIN MHTepdenc «vrrp_250.4»
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Inteface <wmp_250.1 O x| Interface <vmp_250.1> [=1E3
General VRRF | Scrpts  Status  Traffic General VRRP | Scripts  Status  Traffic
Interface: |yl * Interface: |y *
VRID: [101 VRID: [101
Priority: |200 Priorty: [100
= =
Interval: |1.00 s Interval: [1.00 s
Comment Comment
| Preemption Mode v| Preemption Mode |
Copy Copy
Authertication Authertication
@ none  simple ¢ ah t* none " simple " ah
Torch Torch
Password: & Password: &

-+

Version: |3

-+l

W3 Protocal: |IPvd

enabled

A ey

Version: |2

V3 Protocol: |IPv4

enabled

L ARE |

HacTpoinKka mapLipyTM3aTopos
CCR1072

R2 n R3 (slave)

R2

/interface vrrp

add interface=vrrp_250.3 name=vrrp_250.1 priority=200 vrid=101

/ip address

add address=10.250.250.1/29 interface=vrrp_250.1 network=10.250.250.0

R3

/interface vrrp

add interface=vrrp_250.4 name=vrrp_250.1 priority=100 vrid=101

/ip address

add address=10.250.250.1/29 interface=vrrp_250.1 network=10.250.250.0

* Ha R2 co3gaem BupTyanbHbin VRRP nHrtepdenc VRRP _250.1 ¢ npnoputetom 200, n VRID 101. NMpumeHaem
ero K BHyTpeHHemy nHtepdency «vrrp_250.3».

 Ha R3 co3pgaem BuptyanbHbi VRRP nHtepdeinc VRRP_250.1 ¢ npnoputetom 100, n VRID 101. NMpumeHsem
ero K BHyTpeHHemy nHtepdemncy «vrrp_250.4».

e HasHauyaem HoBomy nHTepdeuncy vrrp_250.1 IP-appec 10.250.250.1
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CCR1072

Firewall = 23
Fiter Rules NAT | Mangle Raw Service Pots Connections Address Lists  Layer7 Protocals R2
+ || T Reset Counters || 00 Reset All Counters al ¥ i .
H Action  |Chain Src. Address |Dst. Address |Proto... |Src. Port  |Dist. Port  |In. Inter... |Out. Int... | To Addresses Bytes Packe « /Ip fl rewa” nat
.o LANs_through_WAN_ISP2 . . .
0 -lFsame srenat ISP2_ 222722211 0B add action=same chain=srcnat comment=LANs_through_WAN_ISP2 out-interface=ISP2 \

same-not-by-dst=no to-addresses=2.2.2.7-2.2.2.11
R2

Firew (=] E3 /ip route

Fiter Fules MAT | Mangle Raw Service Ports Connections  Address Lists  Layer7 Protocols

+ = [§ Rset Counters || 00 Reset All Gourers i = add check-gateway=arp distance=2 gateway=2.2.2.1
# Action  |Chain Src. Address |Dst. Address |Proto... (Src. Port  |Dst. Port  |In. Inter...|Out. Int... | To Addresses Bytes Packe R3

i LANs_through_WAN_ISP3

0 +||"same srcnat ISP3 1334/ 0B

add action=same chain=srcnat comment=LANs_through_WAN_ISP3 out-interface=ISP3 \
same-not-by-dst=no to-addresses=3.3.3.4-3.3.3.5

R3

/ip route

add check-gateway=arp distance=3 gateway=3.3.3.1

e [1na pacnpeaeneHns ncxoaawmx coegnHenmnm npm Hactpomke SRC-NAT B none Action

BbibMpaem «samey, a B nosie «To Addresses» BHOCMM Ha3HayeHHble Ha BHELWHNE NHTepdEncChbI
IP-appeca: R2 2.2.2.7-2.2.2.11,R3 3.3.3.4-3.3.35

e lobaBnaem mapLUpyTU3aLMIO NO YMOAYAHUIO
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PassepTbiBaHne cetnt WiFi

PagnoobcnenoBaHue

Ha ntobom cTposLemcsa a Tak »Ke aKcnyaTupyemom ob6bekTe, rae npeanonaraeTcs MCNoib3oBaHme
KopnopaTuBHbIx becnpoBoaHbix Wi-Fi ceTet HeobxoamMmo elle Ha cTagmuu NPOEKTUPOBAHMUA NPOBOAUTb
paanoobcnegoBaHmne ob6bEKTA.

PagmnoobcnenoBaHme NOMOXKET NOMYYUTb MHPOPMALIMIO NO PACNPOCTPAHEHMIO, @ TaK XKe 3aTyXaHUIo
CUrHana BHYTPU NOMeELLEHMA C y4eTOM Bcex ocobeHHocTen obbeKTa.

MpoBeaeHne ob6cneaoBaHNA NOMOXKET BbIABUTb MECTA UCTOYHUKOB LLYMOB M MOMEX, KOTOPbIE B
AANbHENLLIEM NPU SKCNIyaTaLUmM MOTFYT MeLlaTb NpaBuabHOMY GYHKLIMOHMPOBAHUIO CETH.

Ha ocHOBaHMKM NONy4EHHOrO pe3y/bTaTa MOXKHO A06UTbCA ONTMMaibHOM paccTaHoBKK Wi-Fi Touek Ha
obbekTe 1 nocae NPaBuIbHON HAaCTPOMKU, NONYYUTb 3PPEKTUBHYIO paboTocnocobHyto ceTb, KOTopasn
OyaeT cooTBETCTBOBATb TPEOYEMbIM XapaKTEPUCTUKAM.
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PassepTtbiBaHMe ceTn WiFi

[MTpoeKTHble U paKTUYECKNne mecTa yCTaHOBKM ToueK WiFi

CAP1-14 . .
1 l'|'\. ‘_u"ﬁ B _‘|! | _x_:rl G

L»" 2 | APAARPA1G
..... #7 __,,#33:_
EPT‘IB\P‘HT

0o | ,
AP- 1-9—'—'_ |

LR

|
]
= =]

- _:

® npoeKTHbIe MmecCTa YCTaHOBKHU

e (daKTMyeckme mecTta YCTaHOBKM
(nocne pagmoocbnenoBaHms)
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PassepTtbiBaHMe ceTn WiFi

«lMNoasBoaHbIE KAMHUY

gl

* MecTac 6OJ'IbLUOVI I'IJ'IOTHOCTbI-O K}'IVIeHTOB

* bosnblwoe Koin4yectso nomex Ha nyTm
npoxoxageHnAa pagnocmurHaia

* Tpebyetca ctabunbHas pabota WiFi B ABYX
AnanasoHax 2.41ry mn 5 Ty, Ha Bcem 0bbekTe

* CTeHbl M NOTONOK BbIMNO/IHEHbI N3 paano-

e OpHoBpemeHHasA paboTa ao 600 KAneHTOB
oTpaxatowero matepmana (naTyHb)
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Iunarpamma HanpaBAeHHOCTH
pPacrnpocTpaHeHnA paanoCcmMrHana

PassepTtbiBaHMe ceTn WiFi

AHTEeHH
H-PLANE o E-PLANE o
60
90
120 4
15C:I ;150 150
180 180
RF elements Omni Antenna 2.4/5 Ghz 2/3dBi
H-PLANE E-PLANE

- 280° spge 700 280° 00
270 2000 o o 770 200 2o,

Antenna STYX 2.4/5 Ghz 3/5dBi
(ncnonb3yemas B CAP)
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Hactponka CAPsMAN

/interface bridge

Bridge | Portz  Filters MAT  Hosts

+ T | | Settings add arp=reply-only fast-forward=no name=bridge_VIP
MName Type . .
R Etbidge VIP Bridge add arp=reply-only fast-forward=no name=bridge_hotspot-online protocol-
R 4thrdge hotspot-online Bridge mode=none
R fthrdge_service Bridge
R bidge_staff Bridge add arp=reply-only fast-forward=no name=bridge_service
R ftbrdge_wifi_manage Bridge -

add arp=reply-only fast-forward=no name=bridge_staff
Address List = E3

/ip address
S M-d Nj . o add address=1.1.1.12/28 comment=ISP1 interface=ISP1 network=1.1.1.0
- B - e - add address=1.1.1.13/28 interface=ISP1 network=1.1.1.0
. ARNKC 7 M KR = add address=2.2.2.7/28 comment=ISP2 interface=ISP2 network=2.2.2.0
: ISP2 add address=2.2.2.8/28 interface=ISP2 network=2.2.2.0
2227/28 2220 ISP2 .
$92.22.8/28 2220 ISP2 add address=3.3.3.6/29 comment=ISP3 interface=ISP3 network=3.3.3.0
R 1330 593 add address=10.1.0.1/24 interface=bridge_wifi_manage network=10.1.0.0
E]E]DD[:’E;E ]E:]gﬁn E:ggz:;:‘#ma”age add address=10.10.0.1/22 interface=bridge_staff.network=10.10.0.0
gm.n.wzz 10.11.0.0 bridge_service add address=10.11.0.1/22 interface=bridge_service network=10.11.0.0
o lo1s0o g R add address=10.12.0.1/24 interface=bridge_VIP network=10.12.0.0
11 tems (1 selected) add address=10.13.0.1/20 interface=bridge_hotspot-online network=10.12.0.0

* Co3pgaem Heobxoanumoe Konmnyectso Bridge-nHtepdeincos

* [obasnaem pexum pabotbl arp=reply-only, 4Tobbl y KAMeHTa He H6b110 BO3MOXKHOCTK paboTaTtb B WiFi ceTn ¢ IP-agpecom BBeaeHHbIM
BPYYHYIO.

* Ha3Hayaem HecKo/bKo IP-aapecos M3 nyna noakatoyeHHoro nposangepa: 1.1.1.0/29, 2.2.2.0/28, 3.3.3.0/29 Ha BHelwHWe nHTepdencobl CAP

* HasHauaem IP-agpeca Ha BHYTpeHHUX Bridge-nHtepdencax
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Interface <vlanM_eth1>

General | Loop Protect  Status = Traffic
Mame: m
Type: |VLAN
MTU: | 1500
Actual MTU: | 1500
L2 MTU: (1556
MALC Address: |4C:5E:0C.7D:75:6C
ARP: |enabled
ARP Timeout:

VLAN ID: |11

Interface: |etherl

Use Service Tag

+ = | T

Interface Bridge
+tylanM_eth

bridge_wifi_manage

+|

K
Cancel

Apply

Disable

Comment

Copy

Remove

Torch

Hactponka CAPsMAN

Inteface | Interface List  Ethemet EolP Tunnel  IP Tunmel GRE Tunnel WLAN |

L 5 = | T
Mame Type MTU Actual MTU (L2 MTU (T
R 4FvianM_ethl WLAN 1500 1500 1556
HrevlanM_sth? WLAN 1500
GhevlanM_eth3 WLAM 1500

Bridge Fors |Fiters NAT Hosts

/interface vlan

PassepTtbiBaHMe ceTn WiFi

add interface=etherl name=vlanM_eth1 vlan-id=11
add interface=ether2 name=vlanM_eth2 vlan-id=11

/interface bridge port

1 T vl eth?
| Al eth3

bridge_wifi_manage
bridge_wifi_manage

Prionty {h... [Path Cost |Horizon |Role R
a0 10 designated port
] 10
] 10

add interface=ether3 name=vlanM_eth3 vlan-id=11

add bridge=bridge_wifi_manage interface=vlanM_eth1
add bridge=bridge_wifi_manage interface=vlanM_eth2

add bridge=bridge_wifi_manage interface=vlanM_eth3

e [1na nsonauum cnyxebHoro cetesoro Tpaduka ot AP K CAP, cosgaem VLAN 11 «Management LAN»

e [lobaBnsaem VLAN nHTepdpencobl K dU3NYeCKMM MHTEpPENCcam BHYTPEHHEN CETU

e ObveaunHaem nHtepdencobl Management LAN B Bridge wifi_manage
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Hactponka CAPsMAN

Pools | lsed Addresses DHCF | Networks Leases Options  Option Sets | Alerts
o= T g T DHCF Config DHCFP Setup
MName Addresses Meat Poal - Mame Interface Relay Lease Time Address Pool | Add ARP For Leases
. Ppool_staff 10.10.0.2-10.10.3.250 none dhcp_VIP bridge_VIP 30d 00:00:00 pool_VIP yES
rpoal_service 10.11.0.2-10.11.3.25%0 none dhcp_service bridge_service 30d 00:00:00 pool_service  yes
= pool_VIP 10.12.0.2-10.12.0.250 none | dhep_staff bridge_staff 30d 00:00:00 pool_staff yes
= pool_hotspot 10.13.0.2-10.13.15.250 none i hotspot bridge_hotspot-online 03:00:00 pool_hotspot ~ yes
/ip pool DHCF Server
MNetworks i i
add name=pool_staff ranges=10.10.0.2-10.10.3.250 DHCF Leases | Options | Option Sets | Metts
| = T
add name=pool_hotspot ranges=10.13.0.2-10.13.15.250
Address Gateway OMS Servers
add name=pool_service ranges=10.11.0.2-10.11.3.250 101000722 10.10.0.1 10.10.0.1
10.11.0.0/22 10.11.01 10.11.01
add name=pool_VIP ranges=10.12.0.2-10.12.0.250 10.12.0.0/24 10.12.0.1 10.12.0.1

_ 10.13.0.0/20 10.13.0.1 10.13.0.1
/ip dhcp-server

add add-arp=yes address-pool=pool_staff disabled=no interface=bridge_staff lease-time=4w2d name=dhcp_staff
add add-arp=yes address-pool=pool_service disabled=no interface=bridge_service lease-time=4w2d name=dhcp_service
add add-arp=yes address-pool=pool_VIP disabled=no interface=bridge_VIP lease-time=4w2d name=dhcp_VIP

add add-arp=yes address-pool=pool_hotspot disabled=no interface=bridge_hotspot-online lease-time=3h name=hotspot

e Co3naem DHCP cepsepa v nynbl ana kanentos WiFi, npu co3aaHnmn He 3abbiBaem yCTaHOBUTb
dnaxok Ha «Add ARP For Leases», ana Toro, 4tobbl KAMEHTbI Nponmncannct B Tabaunuy ARP u
NONYYNIN AOCTYN K CETW.
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Hactponka CAPsMAN

/ip firewall nat

Firewall =E3

add action=same chain=srcnat comment=LANs_through_WAN_ISP1 out-interface=ISP1 \
Fiter Rules MAT |Mangle Raw Service Pots Connections  Address Lists  Layer7 Protocols

+ T Reset Courters || 0o Reset Al Counters J 5| same-not-by-dst=no to-addresses=1.1.1.12-1.1.1.13

#] [Ach Chai S.[D.[P.[5..]D.[In. Inter... Out. Interface  [To Add Packet > . : .
— AN, thoough WANLISP1 e eface [ToAddresses  [Bytes EE add action=same chain=srcnat comment=LANs_through_WAN_ISP2 out-interface=ISP2 \
0 I"same sronat ISP1 1.1.1.12/31 2748 2
:: LANs_through_WAN_ISP2 same-not-by-dst=no to-addresses=2.2.2.7-2.2.2.8
1 lFsame srcnat ISP2 22272228 2748 2

" LANs _through_WAN_ISP3 : : .

S Teeret oot 53 3336 1378 : | add action=src-nat chain=srcnat comment=LANs_through_WAN_ISP3 out-interface=ISP3\

to-addresses=3.3.3.6

e [1nAa pacnpeaeneHns ncxoaawmx coegnHenmnm npmn Hactpomke SRC-NAT B none Action
BbibMpaem «samey, a B none «To Addresses» BHOCMM Ha3HAYEHHbIe Ha BHELLIHNE NHTEPDEUNCHI
IP-appeca R1-R2:1.1.1.12-1.1.1.13, 2.2.2.7-2.2.2.8

e T.K. ISP3 TonbKo oauH IP-agpec, Bbibnpaem B Action BbibpaTb «src-nat». B none «To Address»
BHocum IP-agpec 3.3.3.6
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Hactponka CAPsMAN

CAPs Manager O x|

v|: Enabled 0K |

Certificate: hd

CA Certificate: . - v

Require Peer Certificate /ca ps-man manager
-Interfaces
Generated Certficate: set enabled=yes package-path=/ upgrade-policy=require-same-version
Generated CA Certfficate:
Package Path: |/
Upgrade Policy: |require same version | #*

* [lepexogum B pasgen CAPsMAN un Bkntouyaem ynpasneHune AP Ha KoHTponnepe WiFi

* B none «Package Path» nponucbiBaem ampekToputo, oTkyaa npu Heobxoammoctn AP byayT 6patb
06HOBNEHHbIE NPOLINBKMU

* [ina aBTomatnuyeckoro obHosneHnAa AP nocne obHosneHuna CAP, B none «Upgrade Policy» Bbibupaem pexunm
«suggest same version» Uaun «require same version» (coBetoBatb nnn TpeboBaTb 06HOBNEHNA AP)
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Hactponka CAPsMAN

CAP Interface | Provisioning | Corfigurations  Channels | Datapaths | Securiy Cig CAP Irteface  Provisioning Corfigurations | Channels Datapaths | Securty Cig. A
L Al | T + =) | T
MName Bridge Bridge Horizon |Local For... [Client To ...
E Name Frequency Corttrol Chanrnel ... |Band E | datapath_hotspat  bridge_hotspot-online 10 no no
b c:anne:l ij; ggm:z ig;:z-nnh,h: datapath_service  bridge_service no no
channe 7 z Z-0n i
datapath_staff bridge_staff
channel5 2432 20Mhz 2ghz-onlyn it ey n =
channel3 2447 20Mhz 2ghz-antyn L —
channel9 2452 20Mhz Zghz-onlyn
channel11 2437 20Mhz Zghz-onlyn CAPsMAN
E::::::lé é:'éﬁ ggm:; 253::2?:,?313 CAP Interface  Provisioning Corfigurations  Channels  Datapaths Securty Cfg. | Access List  Ratez  Hemote CAP Rz
channel40 5200 20Mhz fghz-a/n/ac dh = | T
channel44 hZ20 20Mhz hohz-a/n/ac
channzl4a 5240 20Mhz fghz-a/n/ac MName Authentication Type | Encryption Group Encryption | Group Key Update |Passphrase E
channzl52 5260 20Mhz Rghz-a/n/ac securty_service WPA PSK WPAZ .. aes com tkip aes com 123123112
channel56 5280 MRz Bghz-a/n/ac | securty_staff WPAPSK WPAZ .. aes ccm 3es Com 1234567800
channel60 5300 20Mhz Rghz-a/n/ac security_vip WPAPSKWPAZ ... aes ccm thip FEs CCm 12222
channel64 h320 20Mhz hohz-a/nfac
CAP Interfface | Provisioning  Corfigurations  Channels  Datapaths  Securty Cfg.  Access List | Rates  Femote CAP
L =T
# | MAC Address MALC Mask Interface 5510 Regexp Signal Ra...| Action i
0 -20..-30 accept
1 4 -120..-81 reject

* Bo Bknagke Channels cosgaem kaHanbl 2,4 1 5, Ha KoTopbix byaeT paboTatb Hawa WiFi ceTb. YKasbiBaem B Kakom ctaHgapTe 802.11 6yayT paboTtaTb
CO34aHHble KaHa/bl

* Bo Bknagke Datapaths ykasbiBaem Heobxoaumeiin Bridge, otkntouaem «Local forwarding», utobbl mapwpyTtusaumen saHmumanca Tonbko CAP, 415 rocTeBbIx ceTen
OTKNtOYaeM nepeayy oT KameHTa K KamneHTy «Client To Client Forwarding». [1na nsonsaunmn rocteBbiX KAMEHTOB yCTaHaBAMBaem B none «Bridge Horizon»
undposoe 3HaYeHne «10»

* B Security so6asnsem cnocobbl aBTOpM3aLNK, aATOPUTMbI LIMGPOBAHMUA U MAPOAN K CETU.

e B Access List nobaBnaem ABa npaBuaa ANA OTKAOYEHMA KIUEHTOB CO C/1abbiM CUTHA/IOM
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Hactponka CAPsMAN

/caps-man channel

add band=2ghz-onlyn control-channel-width=20mhz frequency=2412 name=channell
add band=2ghz-onlyn control-channel-width=20mhz frequency=2432 name=channel5
add band=2ghz-onlyn control-channel-width=20mhz frequency=2452 name=channel9
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5180 name=channel36
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5200 name=channel40
add band=2ghz-onlyn control-channel-width=20mhz frequency=2472 name=channel13
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5220 name=channel44
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5240 name=channel48
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5260 name=channel52
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5280 name=channel56
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5300 name=channel60
add band=2ghz-onlyn control-channel-width=20mhz frequency=2437 name=channelll
add band=2ghz-onlyn control-channel-width=20mhz frequency=2427 name=channel4
add band=2ghz-onlyn control-channel-width=20mhz frequency=2447 name=channel8
add band=5ghz-a/n/ac control-channel-width=20mhz frequency=5320 name=channel64

/caps-man datapath

add bridge=bridge_staff client-to-client-forwarding=yes local-forwarding=no name=datapath_staff

add bridge=bridge_hotspot-online bridge-horizon=10 client-to-client-forwarding=no local-forwarding=no name=datapath_free
add bridge=bridge_service client-to-client-forwarding=yes local-forwarding=no name=datapath_service

add bridge=bridge_VIP bridge-horizon=20 client-to-client-forwarding=no local-forwarding=no name=datapath_vip

/caps-man security

add authentication-types=wpa-psk,wpa2-psk encryption=aes-ccm group-encryption=aes-ccm name=security_staff passphrase=1234567800

add authentication-types=wpa-psk,wpa2-psk encryption=aes-ccm,tkip group-encryption=aes-ccm name=security_service passphrase=12312312
add authentication-types=wpa-psk,wpa2-psk encryption=aes-ccm,tkip group-encryption=aes-ccm name=security_vip passphrase=11112222
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PasBepTtbiBaHMe ceTn WiFi

Severay.Works Different
Hactponka CAPsMAN

CAPs Corfiguration <cfg_service:

Wircless | Charmel  Rates | Detapath  Secury
Name: m CAP Interface  Provisioning Configurations | Channels Datapaths = Security Cfo. | Access List  Fates  Femote CAP | Radio  Registration Table
L =l [T
Mode:
oee Aoply MName 551D H..|L...[Country C...|Fr...|B... |Bxtension Channel |Tx Power |Rate |Datapath Bri...|V... |VL... | Securty
SSID: | Arena Servi cfg_WIP Arena_VIP romania datapath_vip securty_vip
re-—eee cfg_WIP_2 4G Arena_VIP_2 4G romania datapath_vip securty_vip
Hide S5I0- cfg_guest Arena_Free romania datapath_hotspot
Copy cfg_guest_24 Arena_Free 243G romania datapath_hotspot
Load Balancing Group: | cfg_service Arena_Service romania disabled 17 datapath_service securnty_service
cfg_service_2 4G  Arena_Service_2... romania disabled 11 datapath_service securty_service
] - — cfg_staff Arena_5Staff romania datapath_staff securty_staff
Distance: |indoors * | km cfg_staff_2.4G Arena_Staff 2 4G romania datapath_staff securty_staff
Hw. Retries: |7 -
Hw. Protection Mode: s cts ¥ |
Frame Lifetime: v e Co3gaem KoHourypaumm byaywmx WiFi-ceten, pasgensaa 2.4 u 5 Iy,
Dizconnect Timeout: hd
N3 OCHOBHbIX HaCTpOEK:
Keepalive Frames: -
- nponucbiBaem SSID
Country: i ¥ | .
oty [orane * - ycTaHaBauBaem pexkum Hw.Protection Mode «rts cts», 414 3aLWMTbl OT CKPbITOrO
' y3n1a»
Mz Station Count: hd
Muticast Helper- - - Bblbupaem aBa kaHana 0 n 1 8 HT Tx Chains u HT Rx Chains, 4tobbl Touka pabotana B
per:
pexmme MIMOx2
scaes= ELE - e Bbibupaem KaKasa U3 KoHPUrypaumn byaet «OCHOBHOM» M NPONMCbIBAEM B Hel Bce
HT Rx Chainz: v 0 v 1 7 . HEO6XO,£I,MMb|e HaAaCTPOUKW B 3aK/N1aKe «Channel»
HT Guard Interval: |any ¥ - e Bblbupaem Datapaths noa cosgaBaemyto KoHPUrypaumo
* Bblbupaem co3gaHHbIM paHee Security npodunb aBTopmsaumm SSID.
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Interface <vianM_gth1=

General | Loop Protect  Status = Traffic

Name:

Type:

MTL:

Actual MTL:
L2 MTL:
MAC Address:
ARP:

ARP Timeout:

VLAN ID:

Interface:

enabled

anM_eth1
VLAN
1500
1500
1596
4C:5E0C. 7D 75:6C

enabled

11
etherl

Use Service Tag

unning

L

+

-

Cancel

Disable

=

Comment
Copy
Remove

Torch

,. \ deveray.Works Different

Hactpomnka CAP

New DHCP Cliert Off x|

DHCF | Advanced = Status

Interface: |JElLNE N ¥
v Lse Peer DS
v Lse Peer NTP
Add Default Route: |yes ¥

enabled Status: stopped

oK

Cancel

Apply

Disable

Comment

Copy

Femaove

Release

Renew

Address <10.1.0.2/24

Address: | LIRSS

Metworc: [10.1.0.0

Interface: |vlanM_eth1

enabled

/interface vlan

Pa3ssepTbiBaHme ceTn WiFi

II
-

- Cancel

Apply

+

Disable
Comment

Coy

Remove

add interface=etherl name=vlanM_eth1 vlan-id=11

/ip address

add address=10.1.0.2/24 interface=vlanM_eth1 network=10.1.0.0

/ip dhcp-client

add dhcp-options=hostname,clientid disabled=no interface=vlanM_eth1

e [Ona noakntoveHna K CAP yepe3s Management LAN , co3gaem VLAN-uHtepdenc «vlanM_ethl» n npumeHsem
ero K uHTepdency «etherly.

 Ha VLAN uHTepdemnce «vlanM_ethl» Ha3Hauyaem IP-agpec u3 Management LAN, nmb6o nonyyaem no DHCP
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CAP = E3
v!:Enabled oK
Interfaces: [wizn T LA
wiznZ ¥ %
Certificate: [none ¥
Dizcovery Intefaces: -
Lock To CAPsMAN
CAPsMAN Addresses: |10.1.0.1 ¥
CAPsMAN Names: -
CAPsMAN Certificate Common Names: -
Bridae: |none ¥
Static Vitual

Requested Cerificate:

Locked CAPsMAN Common MName:

Severay.Works Different
MNoakntoyeHne CAP Kk CAPsMAN

Wireless Tables

Interfaces | Mstreme Dual  Access List  Fegistration  Connect List = Security Profiles
L &l | T CAP

MName Type
—managed by CAPsMAN
— channel: 2412/20-Ce/an{30dBm), S5I10: , CAPsMAN forwarding

WPS Client
Actual MTU |Tx

Setup Repeater

L= e U =

— managed by CAPsMAN
— channel: 5745/ 20-Ce/an{30dBm), S5I10: , CAPsMAN forwarding

reles Mthieros A

CAPsMAN

CAP Interface | Provisioning =~ Corfigurations  Channels = Datapaths  Security Cfg. | Acce

gR = [T Feselect Channel Manager AAA

MName Type MTU Actual MTU (L2 MTU | T
MB 4hrcap CAP Interface 1500 1500 1600
MEB Yhcap? CAF Interface 1500 1500 1600

B pa3aene Wireless Ha BKnagke Interfaces 3axoaum 8 CAPsMAN
B Interfaces Bbibupaem becnpoBoaHbie MHTEPENCHI, KOTOPble XOTUM noakAt4YnTb K CAPSMAN
B CAPsMAN Addresses snucbiBaem IP-agpec Hawero CAP -10.1.0.1
e CraBum «ranoyky» Enable, ana nogkntouenna CAP k CAPsMAN

PassepTbiBaHMe ceTn WiFi

YcnewHoe coegnHenmne ¢ CAPsMAN co
ctopoHbl CAP

YcnewHoe coeanHeHue ¢ CAP co CTOpOHbI
CAPsMAN
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PassepTtbiBaHMe ceTn WiFi

MNoakoveHne AP K CAP

Interface <ap-1-10.office> [=E3
General VWireless |Channel Rates Datapath Securty Status  Traffic
Interface <ap-1-10.office>
Corfiguration: 3]s efface <ap-1-0.office>
General | Wireless Channel Rates Datapath  Securty Status  Traffic . Interface <ap-1-10.office>
. Apply General Wireless Channel | Rates  Datapath Securty Status  Traffic
Type: [CAP Fiaface s 551 [frens_Servie - Channel 2R
MTU: [1500 : = Frequency: : oply
Load Balancing Group: v .
ctual MTU: {1500 Cortrol Channel Width: [200hz -
- Distance: |indoors ~
L2MTU: (1600 Band: [2chz-onlyn v
. EE-NC-TM- 75 Hw. Retries: |7 hd
WAC Addess: |ACEEICTD7560 N Etenson Charne: [S=25ed -
= w. Protection Mode: |is cts ~
: ¥
ARFP: |enabled o Lt . Resslect Channel T Poner: |5 -
Disconnect Timeout: - Save Selected: - Torch
Radio MAC: |4C.5E.0C:7D:75:6D Reselect Channel Keepalive Frames: hd Reselect Interval: bl
Master Inteface: |none ¥ oot e - Skip DFS Channels: - Reselect Channel
Max Station Count: =
Multicast Helper: hd
HT Tx Chains: |01 =
HT Rx Chains: |01 &
HT Guard Interval: |ary hd
enabled slave master bound

Hactpansaem Ha CAPsMAN noakntoumnslumneca ¢usmveckme nHrepdpencol AP:
Ha Bknagke General yKa3biBaem nms

Ha Bknagke Wireless yKka3biBaem OCHOBHYHO KOHpUrypauuto

Ha Bknaake Channel yka3biBaem 4acTtoTy Ha KoTopok byaet paboTtatb AP
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Pa3sepTtbiBaHme cetn WiFi

NoaKoueHne AP kK CAP

Interface <ap-1-10.staff>

General Wireless |Channel Rates Datapath Secuity Status  Traffic

=

=
Interface <ap-1-10.staff> Corfiguration: 7|~
General | Wireless Channel | Rates Datapath Securty Status  Traffic . -
MName: |z[:5BEE SSID: |Arena_Staff v CAPsMAN
. Hide SSID: < L ) .
Type: |[CAP Intedace Apply = CAP Inteface | Provisioning Configurations  Channels  Datapaths  Securty Cfg. | Access
MTU: |1500 b e v
L 5 (5| || | Reselect Channel || Manager AAA
Artual MTU: (1500 Distance: |indoors hd
arc
L2MTU: [1600 Hw. Retries: |7 - Mame Type MTU Actual MTU (L2 MTU | Tx
' Copy Huw. Protection Mode: [s cis - SME  4pap-1-10office  CAP Inteface 1500 1500 1600
MAC Address: |4E:5E:0C:7D:75:6D N
ress Frame Lifetime: - 5B 4ap-1-10.staff CAP Interfface 1500 1500 1600
ARF: |enabled ¥ Dicconmect Trmcout. - ME rcap? CAP Inteface 1500 1500 1600
Taorch '
ARP Timeout: v Keepalive Frames: hd
Radio MAC: |DD:00:00:00:00:00 Reselect Channal Courtry: |romaria h
Master Interface: |ap-1-10 office ¥ Max Station Count: hd
Multicast Helper: hd
HT Tx Chains: (01 hd
HT Fx Chains: |C 1 hd
HT Guard Interval: |any hd
enabled slave bound

e [lna nogkntovyeHmna 6onee ogHoro SSID, Heobxoamumo co3gaTthb VirtualAP
- Co3pas VirtualAP B none Master interface ykasbiBaem ¢pusmyeckuim nHtepdenc nogknroyeHHom AP
- Ha Bknagke Wireless yKa3biBaem A0NONAHUTENbHYIO KOHOUTYpaLUIO

- YacToTy KaHasia MOXHO He BbICTaBAATb T.K. AaHHbIN NapamMeTp, KaKk 1 pag apyrux, Ha VirtualAP He pabortaer.
JononHutenbHblie napameTpsbl VirtualAP 6epeTt oT «poanTenbcKkom» KoHPUrypauumu.
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KoHeuHbIl pe3ynbrarT:

CAPSMAN | |

CAP Interface | Provisioning Corfigurstions Channels = Datapaths Securty Cfg.  Access List Rates Femote CAP  Radio Registration Table

l L E ‘ || ||£I T ‘ Reselect Channel Manager AAA | | Eind ]
Name IMTU  |Actual MTU [L2 MTU |Tx |Rx SSID Load Bal... |Country  |Channel Band Datapath |Bridge V|V Security | Authertication Type |Clw

1 ap-1-10.office -
SMB  4pap-1-10senvice_5G 1500 1500 1600 Obps Obps Aena_Senvice ymana  channel6l ghz-a/n/a datapath_service  brdae service security_srv. T
SB 4pap-1-10free_5 1500 1500 1600 Obps Obps A= AN datapath_free nd Stspot-oniing
lea ap-1-10staf 5 1500 1500 1600 144kbps  Obps frer datapath_staff securty_staff ‘
| XB wap-1-10.vip_5 1500 1600 0 bps O bps | Arena_VIF ania bridge _VIF WPA PSK WPAZ PS5}

. ap-1-10 office |
SMBE ap-1-10_service_2G 1500 1500 1600 Obps Obps Arena_Service_: omania channeld 2ghz-only datapath_service brdos ssrvice security_srv I I | |
|sg ap-1-10_free_2G 1500 1500 1600 Obps  Obps "o 2 4C roman datapath free L hetanot-onlin |
SB 4Pap-1-10_staff_2G 1500 1500 1600 Obps Obps Staff 2 4G ania datapath_staff bidge _staff security_staff [PA PSK WPAZ PS} |

. ap-1-11 bootcamp |
SMB 4Pap-1-11_service_2G 1500 1500 1600 Obps Obps Aena_Servics_2 N2 channel11 2ghz-on datapath_service bndge service security_srv |
SB ap-1-11_free_2G 1500 1500 1600 Obps  Obps Aena_Fres 724G datapath_free bridge_hotspot-oniine |
|RSB 4pap-1-11_staff_2G 1500 1500 1600 14 6kbps Obps Arena_Stafi_ 7 4G ST datapath_staff je_siaf security_staff [PA PSK WPA2 PSk |

.- ap-1-11 bootcamp |
SMB 4ap-1-11_service_5G 1500 1500 1600 Obps Obps Aena_Service mania channel4) Bohz-a/n/ac datapath_service bndogs servics security_srv |
SB ap-1-11_free 5 1500 1500 1600 D bps Obps Arena_Free romania datapath_free bridge_hotspot-online |
SB ap-1-11_staff 5 1500 1500 1600 Obps Obps | Arena_Stafi ania datapath_staff bridge _staff security_staff PA PSK |
XB| Pap-1-11_vip_5 1500 1600 ) bps Obps A T bndage f |

i ap-1-12 _near_bootcamp |
SME  4bap-1-12service_5G 1500 1500 1600 Obps  Obps Arena_Service omaria  channel52  Sohra/n/ac datapath_service  Lrooe oo securty_srv PA PSK WPA2 PSH |
SB 4pap-1-12 free 5 1500 1500 1600 Obps Obps Arena_Free mania datapath_free bridge_hotspot |
SB 4Pap-1-12_staff_5 1500 1500 1600 Obps Obps Arena_Staff datapath_staff ge_stafl security_staff |
XBI Pap-1-12_vip_5 1500 1600 Obps Obps Arena_VIP wia 0 |bridge 2 VP

... ap-1-12_near_bootcamp !
SMB 4ap-1-12_service_2G 1500 1500 1600 Obps Obps Aena_Service aris channel8 ghiz-oni datapath_service brdoe service security_srv WPA PSK WPA |
SB 4Pap-1-12_free_2G 1500 1500 1600 Obps Obps Aenz_fres 24 : datapath_free yridge_hotspot-oniine |
SB 4pap-1-12_staff_2G 1500 1500 1600 Obps Obps | Arena_Staff 24G omania datapath_staff brdge_staff security_staff |

i+ ap-1-13-enter_right |
|RSMB  4pap-1-13_service_2G 1500 1500 1600 1632bps Obps frena_Service nariza  channell hz-or datapath_service brdge service security_srv /PA PSK WPAZ PS} |
|RSB 4Pap-1-13_free_2G 1500 1500 1600 Obps Obps Arena_Fres_7 4 A datapath_free bndge_hotspot-onling |
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